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Abstract. Artificial neural networks are employed in many areas of industry
such as medicine and defence. There are many techniques that aim to improve
the performance of neura networks for safety-critical systems. However, there
is a complete absence of analytical certification methods for neural network
paradigms. Consequently, their role in safety-critical applications, if any, is
typically restricted to advisory systems. It is therefore desirable to enable neural
networks for highly-dependable roles. This paper defines the safety criteria
which if enforced, would contribute to justifying the safety of neural networks.
The criteria are a set of safety requirements for the behaviour of neural net-
works. The paper aso highlights the challenge of maintaining performance in
terms of adaptability and generalisation whilst providing acceptable safety ar-
guments.

1 Introduction

Typical uses of ANNs (Artificial Neural Networks) in safety-critical systems include
areas such as medical systems, industrial process & control and defence. An extensive
review of many areas of ANN use in safety-related applications has been provided by
a recent U.K. HSE (Health & Safety Executive) report [1]. However, the roles for
these systems have been restricted to advisory, since no convincing safety arguments
has yet been produced. They are typical examples of achieving improved performance
without providing sufficient safety assurance.

There are many techniques for traditional multi-layered perceptrons [2, 3] which
am to improve generalisation performance. However, these performance-related
techniques do not provide acceptable forms of safety arguments. Moreover, any pro-
posed ANN model that attempts to satisfy safety arguments must carefully ensure that
measures incorporated do not diminish the advantages of the ANN.

Many of the existing approaches which claim to contribute to safety-critical appli-
cations focus more upon improving generalisation performance and not generating
suitable safety arguments. One particular type of ANN model employs diversity [2]
which is an ensemble of ANNs where each is devised by different methods to encap-
sulate as much of the target function as possible. Results demonstrate improvement in
generalisation performance over some test set but lack in the ability to analyse and
determine the function performed by each member of the ensemble.



Other techniques such as the validation of ANNs and error bars [3] may help deal
with uncertainty in network outputs. However, the ANN is still viewed as a black-box
and lacks satisfactory analytical processes to determine the overall behaviour. Finaly,
many development lifecycles [4] for ANNSs lack provision for analytical processes
such as hazard analysis and focuses more upon black-box approaches. However, work
performed on fuzzy-ANNs [5] attempts to approach development based upon refining
partia specifications.

2 TheProblem

The criticality of safety-critical software can be defined as directly or indirectly con-
tributing to the occurrence of a hazardous system state [6]. A hazard is a situation,
which is potentially dangerous to man, society or the environment [7]. When devel op-
ing safety-critical software, there are a set of requirements which must be enforced
and are formally defined in many safety standards [8]. One of the main tools for de-
termining requirements is the use of a safety case to encapsulate all safety arguments
for the software. A safety caseis defined in Defence Standard 00-55 [8] as:

“ The software safety case shall present a well-organised and reasoned justifica-
tion based on objective evidence, that the software does or will satisfy the safety
aspects of the Statement of Technical Requirements and the Software Require-
ments specification.”

Some of the main components in formulating safety requirements are hazard analysis
and mitigation. Function Failure Analysis (FFA) [9] is a predictive technique to dis-
tinguish and refine safety requirements. It revolves around system functions and deals
with identifying failures to provide a function, incorrect function outputs, analysing
effects of failures and determining actions to improve design. Another technique is
Software Hazard Operability Study (SHAZOP) [10] which uses ‘guide words for
qualitative analysis to identify hazards not previously considered. It attempts to ana-
lyse all variations of the system based on these guide words and can uncover causes,
conseguences, indications and recommendations for particular identified hazards.

Arguing the satisfaction of the safety requirements is divided into analytical argu-
ments and arguments generated from testing. This is defined in a widely accepted
Defence Standard 00-55 [8]. Arguments from testing (such as white-box or black-box)
can be generated more easily than analytical arguments. Unlike neural networks, the
behaviour of the software is fully described and available for analysis. However, gen-
erating analytical arguments is more problematic. Some of these problems are mainly
associated with providing sufficient evidence that al hazards have been identified and
mitigated.

There are several safety processes performed during the life-cycle of safety-critical
systems [11]. Preliminary Hazard Identification (PHI) is the first step in the lifecycle,
it forms the backbone of all following processes. It aims to identify, manage and con-
trol all potential hazards in the proposed system. Risk Analysis and Functional Hazard
Analysis (FHA) analyses the severity and probability of potential accidents for each



identified hazard. Preliminary System Safety Assessment (PSSA) [9] ensures that the
proposed design will refine and adhere to safety requirements and help guide the de-
sign process. System Safety Analysis (SSA) demonstrates through evidence that safety
requirements have been met. It uses inductive and deductive techniques to examine
the completed design and implementation. Finally, the Safety Case [11] generated
throughout development delivers a comprehensible and defensible argument that the
system is acceptably safe to use in a given context.

Any potential safety case must overcome problems associated with typical neural
networks. Some typical problems may be concerned with ANN structure and topol-
ogy. These are factors that may influence the generalisation performance of the ANN.
Another problem lies in determining the training and test set where they must repre-
sent the desired function using a limited number of samples. Dealing with noise during
training is also problematic to ensure that the network does not deviate from the re-
quired target function. Other issues related to the learning or training process may
involve forgetting of data particularly when using the back-propagation algorithm.
This could lead to poor generalisation and long training times. Furthermore, problems
during training may result in learning settling in local minima instead of global and
deciding upon appropriate stopping points for the training process. This could be
aided by cross-validation [12] but relies heavily on test sets.

One of the key problems is the inability to analyse the network such that a white-
box view of the behaviour can be presented. This contributes to the need for using test
sets to determine generalisation performance as an overall error and the lack of expla-
nation mechanisms for network outputs. The inability to analyse also makesit difficult
to identify and control potential hazardsin the system and provide assurance that some
set of requirements are met.

3 Safety Criteriafor Neural Networks

We have attempted to establish safety criteria for ANNSs (Artificial Neural Networks)
that defines minimum behavioural properties which must be enforced for safety-
critical contexts. By defining requirements from a high-level perspective, the criteria
are intended to apply to most types of neural networks. Figure 1.0 illustrates the safety
criteriain the form of Goal Structuring Notation (GSN) [11] which is commonly used
for composing safety case patterns.

Each symbol in figure 1.0 has a distinct meaning and is a subset of the notation
used in GSN. The boxes illustrate goals or sub-goals which need to be fulfilled.
Rounded boxes denote the context in which the corresponding goal is stated. The
rhomboid represents strategies to achieve goals. Diamonds underneath goals symbol-
ise that the goal requires further development leading to supporting arguments and
evidence.
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Fig. 1. Preliminary Safety Criteriafor Artificial Neural Networks

The upper part of the safety criteria consists of a top-goal, strategy and other contex-
tual information. The goal G1 if achieved, allows the neural network to be used in
safety-critical applications. C1 requires that a specific ANN model is defined such as
multi-layered perceptron or other models. C2 intends for the ANN to be used when
conventional software or other systems cannot provide the desired advantages. C3
attempts to highlight that ‘acceptably safe’ is related to product and process based
arguments and will rely heavily on sub-goals. The strategy S1 will attempt to generate
safety arguments from the sub-goals (which form the criteria) to fulfil G1. The goals
G2 to G5 presents the following criteria:

Criterion G2 ensures that the function performed by the network represents the
target or desired function. The function represented by the network may be considered
as input-output mappings and the term ‘correct’ refers to the target function. As ex-
pressed in C4, the network may also represent a subset of the target function. Thisisa
more realistic condition, if all hazards can be identified and mitigated for the subset.
This may also avoid concerns for attempting to solve a problem where analysis may
not be able to determine whether totality of the target function is achieved. Previous
work on dealing with and refining partial specification for neural networks [5] may
apply. However, additional methods to analyse specifications in terms of performance
and safety (existence of potential hazards) may be necessary.

Forms of sub-goals or strategies for arguing G2 may involve using analytical meth-
ods such as decompositional approaches [13]. This attempts to extract behaviour by



analysing the intrinsic structure of the ANN such as each neuron or weight. This will
help analyse the function performed by the ANN and help present a white-box view of
the network. Techniques to achieve this may involve determining suitable ANN archi-
tectures whereby a meaningful mapping exists from each network parameter to some
functional description. On the other hand, pedagogical approaches involve determin-
ing the function by analysing outputs for input patterns such as sensitivity analysis
[14]. This methodology however, maintains a black-box perspective and will not be
enough to provide satisfactory arguments for G2. Overall, approaches must attempt to
overcome problems associated with the ability of the ANN to explain outputs and
generalisation behaviour.

Criterion G3 will provide assurance that safety is maintained during ANN learn-
ing. The ‘observable behaviour’ of the neuron means the input and output mappings
that take place regardless of the weights stored on each connection. The ANN must be
predictable given examples learnt during training. ‘ Repeatable’ ensures that any pre-
vious valid mapping or output does not become flawed during learning. The forgetting
of previoudly learnt samples must not occur given adaptation to a changing environ-
ment. Possible forms of arguments may be associated with functional properties. This
may involve providing assurance that learning maintains safety by abiding to some set
of behavioural constraints identified through processes such as hazard analysis.

Criterion G4 ensures the ANN is robust and safe under all input conditions. An
assumption is made that the ANN might be exposed to training samples that do not
represent the desired function. Achievement of this goal is optional as it could be
considered specific to the application context. The network must either detect these
inputs and suppress them, or ensure a safe state with respect to the output and weight
configuration. Other possible forms of argument and solutions may involve ‘gating
networks' [15] which receives data within a specific validation area of the input space.

Criterion G5 is based upon arguments similar to G2. However, this goal focuses
solely on the network output. Thiswill result in arobust ANN, which through training
and utilisation, ensures that the output is not hazardous regardless of the integrity of
the input. For example, output monitors or bounds might be used as possible solutions.
Other possible forms of arguments may include derivatives of ‘ guarded networks [15]
that receives all data but is monitored to ensure that behaviour does not deviate too
much from expectations.

The above criteria focuses on product-based arguments in contrast to process-based
arguments commonly used for conventional software [16]. This follows an approach
which attempts to provide arguments based upon the product rather than a set of proc-
esses that have been routinely carried out [16]. However, process and product-based
arguments may be closely coupled for justifying the safety ANNSs. For example, meth-
ods such as developing ANNs using formal languages [17] might reduce faults incor-
porated during implementation. However the role of analytical tools is highly impor-
tant and will involve hazard analysis for identifying potential hazards. Some factors
which prevent this type of analysis can be demonstrated in typical monolithic neural
networks. These scatter their functional behaviour around its weights in incomprehen-
sible fashion resulting in black-box views and pedagogical approaches. Refining vari-
ous properties of the network such as structural and topological factors may help
overcome this problem such as modular ANNs [18]. It may help improve the relation-



ship between intrinsic ANN parameters and meaningful descriptions of functional
behaviour. This can enable analysis in terms of domain-specific base functions associ-
ated with the application domain [19]. Other safety processes often used for determin-
ing existence of potential hazards may require adaptation for compatibility with neural
network paradigms.

4 Performancevs. Safety Trade-off

One of the main challenges when attempting to satisfy the criteriais constructing suit-
able ANN models. The aim is to maintain feasibility by providing acceptable perform-
ance (such as generalisation) whilst generating acceptable safety assurance. Certain
attributes of the model may need to be limited or constrained so that particular argu-
ments are possible. However, this could lead to over-constraining the performance of
ANNSs. Typical examples may include permissible learning during development but
not whilst deployed. This may provide safety arguments about the behaviour of the
network without invalidating them with future changes to implementation. The aim is
to generate acceptable safety arguments providing comparable assurance to that
achieved with conventional software.

5 Conclusion

To justify the use of ANNs within safety critical applicationswill require the devel-
opment of asafety case. For high-criticality applications, this safety case will require
arguments of correct behaviour based both upon analysis and test. Previous ap-
proaches to justifying ANNs have focussed predominantly on (test-based) arguments
of high performance.

In this paper we have presented the key criteria for establishing an acceptable
safety case for ANNs. Detailed analysis of potential supporting arguments is beyond
the scope of this paper. However, we have discussed how it will be necessary to con-
strain learning and other factors, in order to provide analytical arguments and evi-
dence. The criteria aso highlight the need for adapting current safety processes (haz-
ard analysis) and devising suitable ANN models that can accommodate them. The
criteria can be considered as a benchmark for assessing the safety of artificial neural
networks for highly-dependable roles.
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